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Abstract: Multi-authority attribute-based encryption was very suitable for data access control in a cloud storage envi-
ronment. However, efficient user revocation in multi-authority attribute-based encryption remains a challenging problem
that prevents it from practical applications. A multi-authority ciphertext-policy attribute-based encryption scheme with
efficient revocation was proposed in prime order bilinear groups, and was further proved statically secure and revocable
in the random oracle model. Extensive efficiency analysis results indicate that the proposed scheme significantly reduce
the computation cost for the users. In addition, the proposed scheme supports large universe and any monotone access

structures, which makes it more flexible for practical applications.
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